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DANGER! DANGER! 
BEWARE OF PHISHING 

EMAILS 
 
I’ve mentioned phishing in other 
emails, and feel an urgent need to 
remind you about it.  Phishing is 
generally an email that resembles a 
legitimate request for information 
from you bank, etc. – except that it is 
absolutely bogus and is an attempt 
to steal your identity!  Usually the 
email attempts to get you to verify 
information by typing in your social 
security number, account number, and 
so forth.  This is very bad…but it 
gets worse. 
 
I recently received a very nice looking 
email from PayPal advising me that 
my account has been accepted and is 
ready for activation.  The message 
didn’t ask for any personal 
information, but only requested that I 
click the ACTIVATE button to verify 
and activate my new PayPal account. 
 
However, I’ve had a PayPal account 
since 2002 and it seemed strange that 
they would be activating a new 
account for me.  Hmmm!  So I started 
up a web browser, went to the PayPal 
website, got a customer service phone 
number, and called them.  Sure 
enough, the customer rep looked at my 
account and said there was no reason 
for me to receive such an email.  He 
recommended that I forward the email 
to spoof@paypal.com, which I did.  
Within an hour, I received a reply 
verifying that the message was a 
phishing attempt, was bogus, and they 
would follow up on it.  Their message 
suggested that they have seen many of 
these recently. 
 
Had I clicked either the Activate 
button or the “unsubscribe” link, I 

probably would have seen a website 
asking for some personal 
information…or in this case, they may 
have tried to take out a PayPal account 
using my name, and when I activated 
it they could do other nefarious 
nasties. 
 
How can you protect yourself from 
phishing?  It’s actually pretty easy.  
 
1. Read the email (before right-

clicking to see the graphics).  If it 
asks you to click anywhere – 
absolutely where at all, don’t do it.  
Immediately call the financial firm 
that the message reputedly was 
sent from and ask for their security 
or fraud department’s number.  No 
legitimate firm would, or should, 
ever send you an email that asks 
you to click a link to go to their 
website!  In fact, most financial 
institutions include a notation in 
their emails telling you to never 
click on a link, but to go to their 
website directly from your 
browser, typing in their website’s 
address yourself. 

 
Here is an example of one such 
notice that I recently received via 
email: 

 

 
 

Notice that they tell me to login to 
their website, and give me the 
location of the website, but 
usbank.com is not a link and I 
can’t just go there by clicking on it.  
BTW – I changed the account 
number in this image, even if it is 
only the last 4 digits. 

 
There are some general exceptions. 

 
a. If you have just signed up for 

something, and the website 
tells you that they are sending 
you a confirmation email, and 
to click on the link in the 
email, then it is probably valid 
to click on the link in the 
message when it arrives. 

 
b. It’s probably OK to right-click 

on a message to download 
graphics, provided that you 
recognize the sender.  See the 
next article in this newsletter 
about displaying graphics in 
email messages. 

 
2. Take time to think about what the 

email says.  For example, of it is 
from a bank or other firm that you 
don’t have an account with, delete 
the email.  It’s either phishing or 
an unsolicited ad (spam). 

 
 

DISPLAYING GRAPHICS 
IN EMAILS 

 
For some time now, email clients such 
as Outlook and Outlook Express have 
not been displaying graphic images in 
emails that I receive – unless I right-
click and choose the download 
graphics option.  In August, Cox 
webmail has joined the bandwagon.  
What is this all about? 
 
Emails and graphics are sent 
separately, and then mixed together 
for the reader.  Unfortunately, 
spammers have started using this to 
verify their email lists. 
 
Because spam emails are shotgunned, 
the spammer has no way of knowing 
which emails are valid and which are 
not.  They get an email domain such 
as @mydomain.net and shotgun 
everyone by sending emails to 
Albert@mydomain.net, 
Al@mycomain.net, 
Angelo@mydomain.net, and so forth.   
 



Some are valid and many are not, but 
if you are unlucky enough, they will 
hit you with spam.  But as I 
mentioned, they don’t know which are 
hits and which are misses. 
 
So they have taken advantage of 
embedded graphics.  When you 
download graphics from the spammer, 
they know that your particular email 
address is valid.   
 
In the BS era (as in “Before 
Spammers”), you automatically 
downloaded graphics with your 
emails.  But for spam prevention, you 
are now asked to verify each user 
before the graphics can be 
downloaded.  This allows anti-spam 
programs to filter out most spam 
before you even see it, without 
downloading the graphics.  This is a 
good thing…although it is a nuisance. 
 
There is a way of making it easier, 
though.  In Outlook or Outlook 
Express, if you receive an email from 
someone you know, you can add them 
to the Safe Sender’s List and graphics 
will automatically be downloaded 
with their emails.  To add someone to 
your Safe Sender’s List, do the 
following: 
 
3. Right-click on the email 
4. Click on Junk E-mail 
5. Click on Add Sender to Safe 

Senders List 
 
Email and graphics from senders on 
your safe senders list will be 
automatically downloads. 
 
Also, if you have a domain with 
several email addresses, such as an 
organization, you can add all emails 
from that domain to the list by 
selecting  
Add Senders Domain to the Safe 
Senders List in instruction #3 above.   
 
 

A CUCKU WAY TO BACKUP 
 
In previous issues I’ve discussed the 
need to keep backup files offsite, in 
case of theft, fire, or other disasters.  
There are several online backup 
services (Mozy, SOSBackup, 
Carbonite, etc.) that usually provide 
free backups up to 2GB in size, and 

then charge for additional storage 
space.   
 
There is a new method that may be 
even more desirable and provides as 
much storage space as you might need 
for free.  It’s called Cucku and allows 
you to pair a computer with another 
computer over the internet for 
backups. 
 
Here are 3 ways you can use Cucku: 
 
1. Backup data from your office 

computer to your home computer. 
 
2. Backup data from your computer 

to computer belonging to a good 
friend or relative. 

 
3. Backup data from one computer in 

your home or office to another 
computer on the same LAN (Local 
Area Network). 

 
Once a computer is paired with 
another computer, the backups can be 
done both ways, so if your 
friend/relative is allowing you to use 
some of their hard drive space for 
backups, you can reciprocate by 
allowing them to backup to your 
computer. 
 
The free version of Cucku allows only 
one pairing of computers.  The Pro 
version is $49.95 (although the 
website lists a special price of $29.95 
at the time I’m writing this) and 
allows an unlimited number of 
partnered backup computers.  The Pro 
version would be good if you want to 
backup several computers to a single 
computer somewhere else. 
 
Cucku will work with Windows XP 
(Service Pack 2 or later, Windows 
Vista and Windows 7 RC. 
 
One thing though, is that you will 
need to install Skype on your 
computer (also free).   However, I 
don’t think you need Skype if you’re 
storing backups on another computer 
in your LAN. 
 
Cucku backups use 256-bit AES 
encryption, so the backup-up files are 
safely stored – just don’t forget your 
Username and Password (!) as you 
will need it to access the backups. 
 

Here is a link to the Cucku FAQ, 
where most of your questions will be 
answered:  
http://www.cucku.com/faq.aspx#104  
   
To download Cucku, go to 
www.cucku.com  
 
To download & sign up for Skype, go 
to www.skype.com  
 
 

ARE UPDATES OK? 
 
Most of the time, updates are OK, and 
sometimes necessary, provided that 
you recognize what you’re updating. 
 
1. Always do Critical Updates from 

Microsoft – they keep your 
computer safer from black-hat 
hackers.  The update message will 
be pointing to a yellow shield in 
your system tray (bottom right of 
screen). 

 
2. Java, Adobe Reader, Real, and 

other updates are usually not 
necessary.  If you need a newer 
version of Java, Adobe Reader, or 
other programs, a message with a 
click here button will be almost 
always be displayed on the 
website. 

 
3. If you don’t recognize the program 

that wants to update your 
computer, search for it on Google, 
Yahoo, Bing, Copernic, or any 
search engine you like.  It may be 
legitimate or it may be malware 
trying to get you to download a 
virus onto your computer.   

 
 
This newsletter is a service to clients of Coastal 
Computer Care.  Please remember us when you 
need professional computer support or tutoring.  
If you are not currently a client but wish to 
receive this free newsletter, send me a request 
via email and I’ll be happy add you to the 
distribution list 
 
Disclaimer:  Coastal Computer Care presents 
information in this newsletter as a courtesy.  
The recommendations are made in good faith 
and are believed to be reliable and safe. CCC 
cannot, however, foresee every possibility and 
assumes no responsibility for any problems that 
may be encountered as a consequence of the 
recommendations.  Always backup your 
computer and make sure that System Restore is 
set to On. 


