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WHY PHISHING IS 
VERY DANGEROUS 

 
Phishing is the use of an imitation 
website for the purpose of stealing 
from you! 
 
I recently received an email message 
that read (in part) as follows: 
 
Dear CitiBusiness customer, 
 
CitiBusiness new Scheduled 
Maintenance Program protects your 
data from unauthorized access. 
CitiBusiness Online Form is important 
addition to our scheduled 
maintenance program. 
Please use the link below to access 
CitiBusiness Online Form: 
 
The next paragraph provided a 
convenient website link that I could 
click on…presumably to give my 
account number, password, etc. to the 
phisher (scammer). 
 
There are several clues which I will 
list more or less in order of descending 
importance. 
 
1. Financial institutions never 

provide a link to their website.  
They will tell you to go to their 
website at www.xyz.com and 
possibly instructions on what 
buttons to click once you are on 
their website.  What you must then 
do is open your browser and type 
in the website.  Whatever you do, 
do not click on the link in the 
email. It is probably bogus and 
will take you somewhere you to 
the bogus website. 

 

2. I don’t have an account at 
Citibank. 

 
3. The grammar is poor.  Reread the 

quote from the email – can you 
find the missing apostrphes, and 
the missing “an”? 

 
4. If you are viewing the message in 

HTML, you will see a nice font 
and Citibank Online Form but no 
actual website address.  However if 
you view the message without 
HTML you will see a very, very 
long website address, that will take 
you to the bogus address.  If you 
are viewing in HTML, just hover 
your cursor over the link and you 
will see the actual web address. 

 
What can you do to prevent 
phishing?  Here are a few simple 
ways: 
 
If you use Internet Explorer as your 
browser, make sure you are using 
version 7 and that the phishing filter is 
turned on.  To upgrade to IE7, go to 
www.microsoft.com, then click on 
Download Center and you will see 
the download for IE7 very 
prominently displayed. 
 
A phishing filter is automatically 
turned on in Firefox ver 2.0 and 
newer.  You can go to Tools > Options 
> Security to verify that the phishing 
filter is turned on.  Also, if you click 
Help > About you will see what 
version of Firefox you are using.  If 
not ver 2, then go to www.firefox.com 
and download the latest version. 
Make sure that your antivirus & 
antispyware program(s) include a 
phishing filter. 
 
In the case of this particular phishing 
scam, the internet security suite that I 
use intercepted the message and 
routed it to the Spam folder in my 
Outlook program. 
 
 
 
 

 

 
HELP SAVING ATTACHMENTS 

 
If you are using Outlook Express and 
want some help saving photos and 
other email attachments to you’re 
MyPictures folder or any other 
location on your hard drive, download 
the Outlook Express Attachment 
Extractor.  Although it’s listed as 
“free”, it’s really shareware and will 
cost $19.95 if you like it.   
http://www.freedownloadscenter.com/
Email_Tools/Microsoft_Email_Add-
ins/Outlook_Express_Attachment_Ext
ractor.html  
 
Of course, it’s just as easy to right-
click an attachment and select Save 
As and then specify where you want 
to save the attachment.  Keep in 
mind that you must specify a 
destination folder or the attachment 
will be saved in an obscure folder you 
may never be able to locate, usually 
with OKL somewhere in the folder’s 
name. 
 
 

A BETTER CLIPBOARD 
 
When you highlight and copy an item, 
it goes into the Windows clipboard 
and you can then paste it from the 
clipboard into another document.  It 
remains on the clipboard until you 
copy something else or shut down 
your computer. 
 
If you’re using Microsoft Office, you 
have access to an enhanced clipboard 
that will hold several different copied 
items, and you can select which to 
paste. 
 
However, consider Ditto.  Ditto is a 
small, free, alternative to the clipboard 
that will retain up to 500 copied items.  
Further, the copied items are stored on 
your hard drive so that they are not 
lost if you shut down or reboot your 
computer, or if there is a power 
outage.  You can download the free 
Ditto program from 
http://sourceforge.net/projects/ditto-cp/  
 



 
WINDOW ADJUSTMENTS 

 
There are many adjustments that you 
can make to the look and feel of 
Windows.  For example, on desktop 
shortcuts, you can either display or not 
display the little arrow in the lower 
left corner.  If you are the only user on 
the computer, you can have Windows 
skip the logon screen and just go right 
to the Windows desktop. 
 
TweakUI has been available from 
Microsoft as a nice and very user-
friendly utility that you can use to 
easily make these adjustments in 
Windows XP.   
 
Go to 
http://www.microsoft.com/windowsxp
/downloads/powertoys/xppowertoys.m
spx (click on this link if you’re 
viewing it on your computer), then go 
down the right column until you see 
TweakUI.exe and click on it to 
download and install the file.  Don’t 
download the Itanium version of 
TweakUI that is right below it – it is 
only for the 64-bit version of XP, and 
it’s very unlikely you have that).   
 
Sorry, there isn’t a version for 
Windows Vista, but you might like to 
try a similar utility named TweakUI, 
which is available at 
http://tinyurl.com/24yz6q.  There will 
be an ad on the page for the Pro 
version, but just download the Basic 
version. 
 
 

XP vs. VISTA 
 
I recently came across an article on the 
Microsoft website comparing 
Windows XP and Windows Vista.  Of 
course the purpose of the piece is to 
tout the advantages of Vista.  I found 
that there are very few items that 
aren’t already available on XP or 
could have been added to XP without 
creating all of the driver issues.  To 
read the piece, go to 
http://www.microsoft.com/windowsxp
/using/windowsvista/torres_duel.mspx 
Here is a list of the points and my 
comments on them: 
 
Aero interface:  Looks very nice – I 
really like it, but they could have just 
added it to XP. 

 
Windows sidebar:  Cute, but also 
available for XP from a few sources, 
such as Yahoo Widgets.  
 
Windows Media Player 11:  Not 
exclusive to Vista - I’m using it on my 
XP computer. 
 
Windows Search:  All it does is 
integrate a desktop search engine into 
the OS – essentially the same as the 
other desktop search engines, such as 
Yahoo Desktop Search, Microsoft 
Desktop Search, Google Desktop...and 
the list goes on. 
 
Parental Controls:  Available in 
several internet security programs. 
 
User Account Control (UAC):  Most 
people consider it a nuisance and turn 
it off.  A good set of internet security 
programs (combination of firewall, 
antivirus, antispyware, or just an 
integrated Internet Security Suite) 
renders UAC redundant. 
 
Windows Firewall:  Touts availability 
of a 2-way firewall (XP is only one-
way) but the 2-way firewall is turned 
off by default and most people don’t 
know about it.  Also, 2-way firewalls 
are included in all Internet Security 
Suites, or if you like to pick-and-
choose, there are several excellent free 
2-way firewall such as those from 
Comodo and ZoneLabs. 
 
New Start menu:  Could have been 
implemented on XP.  Takes some 
getting used to. 
 
Improved folders:  Could have been 
implemented on XP. 
 
Live Icons and flip-3D viewer:  Cool 
looking, but could have been 
implemented on XP. 
 
Essentially, almost all of Vista could 
have been released as a Windows XP 
Service Pack 3. 
 
So why don’t people like Vista?  I can 
only tell you why I’m not a fan of 
Vista.  There is a long learning 
curve.  Why is the learning curve 
long?  Because the graphic interface is 
so extensively different from XP and 
everything must be relearned.  Let me 
give an analogy.  You get an 

expensive and radically new concept 
car, which has the following features: 
 
The driver sits in the middle.   
The radio is above you 
The windshield washers are usable 
only after you press an obscure button 
on the multi-function radio panel 
There is a voice asking you to identify 
yourself every time you want to use 
any of the major controls, such as the 
brake, steering wheel, gas pedal, etc. 
There is a 13 volt electrical system, so 
some of the items you plug into the 
power socket (such as your cell phone 
charger) work and some (such as your 
iPod and GPS) don’t. 
 
But adding Vista features to XP as a 
Service Pack doesn’t make Microsoft 
any money, or perhaps a little bit, 
whereas selling an entirely new 
operating system brings in big bucks. 
 
What Microsoft should have done is 
allowed a choice of using the XP 
graphic interface, and then turning on 
additional features such as Aero, the 
sidebar, etc, one by one.  This is 
available to some extent in XP.  If you 
right-click on the START menu and 
then properties, you can select either 
the XP or “classic” (i.e. Windows 98) 
type of display.  Similarly, the XP 
Control Panel allows users to choose 
from the classic or XP display.   
 
But, then again, I recently came across 
a statement in a PC Magazine editorial 
noting that Microsoft is the company 
that brought us the START button, 
which must be clicked when you want 
to turn your computer off. 
 
 
This newsletter is a service to clients of Coastal 
Computer Care.  Please remember us when you 
need professional computer support or tutoring.  
If you are not currently a client but wish to 
receive this free newsletter, send me a request 
via email and I’ll be happy add you to the 
distribution list 
 
Disclaimer:  Coastal Computer Care presents 
information in this newsletter as a courtesy.  
The recommendations are made in good faith 
and are believed to be reliable and safe. CCC 
cannot, however, foresee every possibility and 
assumes no responsibility for any problems that 
may be encountered as a consequence of the 
recommendations.  Always backup your 
computer and make sure that System Restore is 
set to On. 
 


