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LET’S GO PHISHING 

 
In previous issues I’ve talked about 
how social engineering is used to 
scam people using email or other 
types of phishing.  Some of it, like the 
Nigerian money scams are fairly 
blatant, but sometimes the work is 
really high quality.  Go to 
http://www.pcworld.com/article/id,13
5178/article.html?tk=nl_spxnws and 
read this story of one high-quality 
scam.    
 

 
WHO GOES THERE? 

 
In an earlier issue, I mentioned 
distributed computing as a way to let 
your computer participate in a group 
effort to analyze data, ranging from 
looking for intelligent life in outer 
space (SETI@Home) or assist with 
medical research (Proteins@home) by 
letting your computer do various 
analyses when you’re not using it.  
This is far more productive than just 
letting the computer sit idle for hours 
on end.  For a larger list of various 
distributed computing projects, go to 
http://en.wikipedia.org/wiki/List_of_d
istributed_computing_projects  
 
Here’s a more hands-on project.  Look 
at the skies to find new planets, etc. 
Galaxy Zoo provides you with photos 
of galaxies and nebulae far, far away 
and asks your assistance examining 
the photos to find new stars, possibly 
habitable planets, and so forth.  It’s 
more productive and possibly more 
interesting than playing blackjack 

online.  Go to http://galaxyzoo.org/ 
and check it out. 
 
Factoid:  “Who Goes There” is the 
title of the book on which the movie 
“The Thing” was based.  James 
Arness (Gunsmoke) played the Thing 
from outer space. 
 

 
SECURE DELETIONS 

 
I’ve been frequently asked how to 
really delete files and folders from a 
computer before selling, donating, or 
just trashing it.  Here are some 
resources. 
 
Windows Washer from 
www.webroot.com will wipe data 
and/or programs from your computer.  
Cost is $29.95.  The program includes 
other tools for optimizing your 
internet access, etc. 
 
There are also several free wipers out 
there - here are 2 that are easy to use. 
 
Eraser from www.heidi.ie/  
BCWipe from www.jetico.com/  
 

 
SECUNIA CHECKS YOUR 

UPDATES & PATCHES 
 
Before the internet became 
omnipresent, updating programs was a 
choice, usually to add new features or 
increase reliability.  Does that mean 
that Windows or your programs are 
poorly written because they update 
frequently?  The answer is generally 
no.  Critical updates and patches are 
now frequently released to close 
security vulnerabilities to keep 
hackers and malware out of your 
computer. 
 
You can keep Windows XP and Vista, 
and up-to-date by turning on 
Automatic Updates by right-clicking 
My Computer, then clicking on 
Properties, and then on the Automatic 
Updates tab.  However, I frequently 
see computers that have display the 
yellow shield in the system tray 

(bottom right of screen) but that the 
client has not clicked to install.  
Recently I’ve worked on some 
computers that haven’t been updated 
in several months or more.  If you’re 
on the internet, then you really need to 
install these updates. 
 
But what about other programs on 
your computer?  Only a small 
percentage of programs automatically 
check for updates & patches.  There 
are a few programs that check 
programs on your computer and then 
check to see if the updates are current.  
Secunia PSI (beta) is a free program 
that checks your computer and lists 
programs in three categories; Insecure, 
End-Of-Life, and Up-To-Date. 
 
Insecure software are programs that 
are not up to date. 
 
Up-To-Date software is current. 
 
End-Of-Life software is past the 
development stage and updates & 
patches are no longer being issued; 
often because a newer version has 
been released. 
 
When I downloaded & ran Secunia, it 
reported 46 Insecure programs, 28 
End-Of-Life programs, and 234 Up-
To-Date programs.  
 
To the right of each listing, a green dot 
that you can click on for additional 
information about the item, and a blue 
dot that you can click on to download 
an update or patch. 
 
All in all, I was pretty impressed. 
 
The only thing I dislike is that it 
always monitors your system, running 
in the background as a startup 
application.  I have used Sysinternals 
Autoruns utility to uncheck it as a 
startup app. 
 
You can download the free Secunia 
from https://psi.secunia.com/  
 
As a side note – I frequently put 
StartupCPL on my client’s desktops 



and briefly tutor them on how to use it 
(instead of MSCONFIG) to determine 
which apps I want to automatically 
start up when Windows loads.  I still 
recommend it, although Sysinternals 
Autoruns provides more information 
and I’ve begun using it instead.  My 
recommendation is to use Autoruns 
unless it provides too much 
information, in which case use 
StartupCPL. 
 
Autoruns is a free download from 
www.sysinternals.com  
 
StartupCPL-Standalone is a free that 
you can download from 
http://www.mlin.net/StartupCPL.shtml  
 

 
POWERFUL AIRPLANE SEATS 

 
Probably because I just don’t fly that 
much, I was surprised to find out that 
some airplane seats have power 
outlets. 
 
If you’re going on a flight and want to 
be able to plug in your laptop or 
electric whatever, go to 
www.seatgugu.com and you can 
check out what type of plane you will 
be on, which of the seats have power 
outlets, and what type of plug it takes. 
 

 
CYBERWAR CIA 

 
Sir Francis Bacon said “Knowledge is 
Power” and he was right – so arm 
yourself in the cyberwar.  By 
cyberwar, of course I’m referring to 
the war between you and the blackhats 
and script kiddies trying to break into 
your computer.  Sometimes the results 
are just an annoyance (like scratching 
you car paint) and sometimes its 
extortion or outright robbery. 
 
One recent case in point that I’ve 
come across several times in the past 
few weeks is the zlob.trojan.  When 
you are attacked by zlob a little 
flashing yellow triangle with an 
exclamation point appears in your 
system tray.  Every few minutes your 
screen displays a message telling you 
that your computer is infected with 
spyware or viruses…but if you just 
click on the button, all will be well 
(when you purchase their software).  
Other things may also happen, such as 

having your desktop wallpaper 
disappear to be replaced with a 
warning that they know your IP 
address. Of course, the software is 
useless and it’s really just a simple 
case of extortion – the message 
doesn’t go away until you buy their 
software…or backup, wipe, and 
reformat your hard drive and then 
reinstall Windows and all of your 
programs and data…or hire a good pc 
troubleshooter to remove the malware 
without having to do either 1 or 2 
above. 
 
And this is only one example.  A good 
compliment of internet security 
software (antispyware, antivirus, and 
2-way firewall) helps immensely, but 
not always. 
 
Here are some things you can do to 
keep your computer safe, courtesy of 
the Wired Magazine Geekipedia: 
 
1. Only download music from 

reputable websites.  Code hidden 
in MP3 files can give an attacker 
access to your computer. 

 
2. Don’t use Safari on your iPhone.  

Rigged websites can hijack your 
phone number and make calls 
using your cell phone account. 

 
3. Set your internet options to clear 

cookies and temporary internet 
files every time you close your 
browser, to prevent script kiddies 
from swiping your credit card 
numbers. 

 
4. Change your router’s default 

password to prevent blackhat 
hackers from gaining access to 
your computer and making it a 
zombie to them. 

 
5. If you use a Broadcom wireless 

broadband card on a MacBook, 
make sure that you always install 
security patches for Broadcom 
drivers, because turning off the 
wireless card doesn’t prevent 
attackers from accessing your 
MacBook and taking control of it. 

 
6. Always change default passwords 

to strong passwords, on all 
programs, websites, etc.  A strong 
password is one which contains 
letters, numbers, and characters 

such as !, # and @.  Several of my 
clients continue to use the word 
password as their password.  The 
results have sometimes been 
unpleasant and expensive for them. 

 

 
CLICKS AND OTHER 

HIGHLIGHTING SHORTCUTS 
 
In most programs, you can highlight 
words and paragraphs with mouse-
clicks, making the highlighting 
process faster and easier. 
 
Double-clicking on a word will 
highlight that word. 
 
Triple-clicking anywhere in a 
paragraph will highlight the entire 
paragraph. 
 
The [Ctrl+A] key combination will 
highlight everything in the document 
or on the web page. 
 
The [Shift+End] key combo will 
highlight everything from the cursor’s 
position to the end of the current line.  
The [Shift+Home] combo highlights 
everything to the left margin of the 
line. 
 
Holding down the [Ctrl] key while 
tapping the right or left arrow keys 
will move the cursor right or left a 
word at a time instead of a space at a 
time.   
 
Holding down both the [Shift] and 
[Ctrl] keys while you tap the arrow 
keys, you can quickly select and 
highlight text.  Conveniently, the 
[Ctrl] and [Shift] keys are right next to 
each other. 

 
 
This newsletter is a service to clients of Coastal 
Computer Care.  Please remember us when you 
need professional computer support or tutoring.  
If you are not currently a client but wish to 
receive this free newsletter, send me a request 
via email and I’ll be happy add you to the 
distribution list 
 
Disclaimer:  Coastal Computer Care presents 
information in this newsletter as a courtesy.  
The recommendations are made in good faith 
and are believed to be reliable and safe. CCC 
cannot, however, foresee every possibility and 
assumes no responsibility for any problems that 
may be encountered as a consequence of the 
recommendations.  Always backup your 
computer and make sure that System Restore is 
set to On. 


