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BE CAREFUL…  

BE VERY CAREFUL! 
 
This is a movie titled “Viruses meet 
Social Engineering”. 
 
One of my clients received an email 
telling him about a worm on his 
computer and recommending that he 
click on a link to download a patch.  
Here’s what the message said: 
 
Dear Customer, 
 
Our robot has detected an 
abnormal activity from your IP 
address on sending e-mails. 
Probably it is connected with the 
last epidemic of a worm which 
does not have official patches at 
the moment. 
 
We recommend you to install this 
patch to remove worm files and 
stop email sending; otherwise your 
account will be blocked. 
 
Customer Support Center Robot 
 
I noted several odd things about the 
message that he forwarded to me: 
 
1. The email is from an email address 

in New Zealand. 
 
2. Nobody would tell you to install a 

patch without knowing what 
operating system you are using, 
and/or whether you’re using 
Outlook Express or another email 
client, etc.   

 
 

3. It says “otherwise your account 
will be blocked”.  What account?  
Sounds impressive and scary, but 
where are the details? 

 
4. The message was signed 

Customer Support Center 
Robot, but there is absolutely no 
indication of what website is 
associated with this “Robot”.   

 
5. In the first sentence, the word 

address (sic) is obviously 
misspelled.  Crooks often can’t 
spell very well. 

 
Having previously been a Parole & 
Probabion Officer (not in CA) for 
several years, I then put my detective 
skills to use in the same way you can 
– I did a web search using a distinctive 
phrase from the message was 
definitive.  In this case, I used the 
phrase “detected an abnormal activity 
from” – and put the phrase in quotes 
so that the entire phrase would be 
searched for instead of just the 
individual words.  The message was 
definitely a scam that could have had 
disastrous consequences for my client 
had he clicked on the “patch” link. 
 
If you want to find out what I found 
on the web about this message, click 
either or both of the following links: 
 
http://www.trendmicro.com/vinfo/virusencycl
o/default5.asp?VName=WORM_NUWAR.A
OP&VSect=T  
 
http://www.nogeekleftbehind.com/2007/07/0
9/robot-has-detected-abnormal-activity-
from-your-ip-address/ 
 

 
BE ADVENTUROUS 

TRY SOMETHING COMPLETELY 
DIFFERENT 

 
If you saw Jurassic Park, you may 
remember a reference to the UNIX 
operating system.  UNIX is primarily 
for mainframe computers and can be 
installed on PCs only if you have a lot 
of time to spare for a new hobby.  
However, along the way, a man 
named Linus Torvalds developed a 

modified UNIX operating system for 
use on PCs, which he named Linux.  
Admittedly, at first, Linux was very 
obscure and not much easier to use 
than UNIX…but it has grown up into 
a full-featured, easy-to-use, alternative 
to Windows. 
 
You can very easily try Linux on your 
PC without affecting your Windows at 
all, as one version of Linux, named 
Ubuntu can be downloaded for free, 
burned onto a CD as easy as you 
would write anything else to a CD, 
and best of all, you can boot your 
computer from this CD and run 
Ubuntu from the CD – without 
installing it on your computer.  The 
CD version of Ubuntu has a nice 
selection of software included with it, 
and you’ll find it easy and fun to use. 
 
Here’s how to download Ubuntu and 
put it onto a CD. 
 
� Go the Ubuntu website at 

http://www.ubuntu.com/getubunt
u/download, fill in the appropriate 
information and then click the 
Download button.  If you’re 
reading this on your computer, 
you can just click on the above 
link. 

 
� You will then download a file 

probably named ubuntu-7.04-
desktop-i386.iso and save it to 
your desktop (or wherever you 
can easily locate it.) 

 
� Now start up your CD writing 

software (probably Nero or 
Roxio) and one of the options will 
be to write an image to a CD.  
Choose this option and then select 
the .iso file you just downloaded 
as the file to be written.  The 
completed CD will be a bootable 
CD and if you shut down and 
then restart your computer with 
the CD in the drive, it will boot 
up with the Ubuntu (version of 
the Linux) operating system 
instead of Windows.   

 



Two notes: 
 
1. You will probably be prompted to 

press a key to boot from the CD. 
 
2. If you are not prompted to press a 

key from the CD, then the boot 
order must be changed in the 
computer’s SETUP screen.  Also, 
if an item reading something like 
<F12> Boot Menu is displayed 
during startup, you should press 
the F12 key (or whatever key is 
listed) and from there you can tell 
the computer to boot from the CD 
drive this time. 

 
OK, so now you’ve tried Ubuntu from 
a CD and would like to use it some 
more.  Do you have an old computer 
lying around the house?  Install 
Ubuntu on that computer and you can 
then download literally thousands of 
free, open-source, programs written 
for Linux.  Yes – any program written 
for the Linux operating system will 
run on Ubuntu, because it is one of 
several implementations of Linux. 
 
You can install Ubuntu to a separate 
partition or hard drive on any 
computer, but my recommendation is 
that if you have an old computer lying 
around collecting dust, reformat the 
hard drive and load Linux on that 
computer from scratch.   
 
As this is a newsletter and not a 
technical journal, I’ve just given you 
the information you need to get 
started.  For more information about 
Linux and/or Ubuntu, you can look 
them up in www.wikipedia.org or a 
search engine such as Google or 
www.chacha.com 
 

 
BE ADVENTUROUS PART DEUX 

FLY THE THUNDERBIRD 
 
If you’re using Outlook Express for 
your email, well…it’s getting pretty 
long in the tooth.  Try something new.  
Go to www.getthunderbird.com and 
download Mozilla’s Thunderbird2 
email client.  That’s right – it’s from 
the same people who brought you the 
Mozilla Firefox web browser.  Like 
Firefox, the Mozilla software 
improves on the Microsoft product.  
Like Firefox, Thunderbird2 is free.  
Also like Firefox, it’s pretty intuitive 

and easy to adjust to even if you’ve 
always used only Outlook Express. 
 
 

TOUGH LOVE 
 
Not at all infrequently, I am called in 
to remove viruses & spyware from 
computers after someone’s nephew/ 
niece/brother/friend/or whoever was at 
their house and left a computer 
infested with various nasties.  It is 
never intentional, but nevertheless a 
real pain for my client, as well as 
expensive. 
 
I recommend that you control the use 
of your computer by anyone outside of 
your immediate household by setting 
up a special restricted or limited 
account which restricts what they can 
do to your computer.  Here’s how. 
 
1. In Windows XP, 2000, or Vista, 

click on START > CONTROL 
PANEL > USER ACCOUNTS.   

 
2. You will probably see an account 

named Guest and it will probably 
be marked “The Guest account is 
off.”  Double-click on the Guest 
account, and then click the button 
what reads “Turn on the Guest 
account”. 

 
3. Now, assign a password to the 

Guest account, and whenever 
someone wants to use your 
computer, log off of your own 
account and have them log in 
using the Guest account and the 
associated password which you 
assigned to the account. 

 
The Guest account is a restricted 
account which will not allow the user 
to install many programs.  This means 
that they will probably not be able to 
install Kazaa or other file-sharing 
programs on your computer, which are 
common sources of malware.  If they 
want to install a program, they will 
have to ask you to do it for them. 
 
If your computer does not have a 
Guest account displayed in the User 
Accounts screen, you can easily create 
one. 
 
1. Click on Create a new account. 
 

2. Give the new account a descriptive 
name, such as Guest or Guest 
User. 

 
3. On the next screen, place a check 

in the Limited account selection 
and then click the Create Account 
button. 

 
4. Now click on the account and then 

click on Create a password.  
Then assign a password to this 
account. 

 
That’s all there is to it.  Except of 
course that whenever guests are 
present you must be sure to log off of 
your computer whenever you’re not 
using is, so that guests can only use 
the computer using the Guest account. 
 
By the way, many parents set up 
restricted/limited accounts for their 
young children – something to 
consider. 
 

 
ADVANCED GOOGLEING  

 
Most people don’t know that there are 
ways to make Google much more 
specific.  For example, let’s say you’re 
looking for the meaning of a word.  
Go to Google and type Define: 
followed by the name of the word.  
For example, Define: funky will 
display definitions of the word funky.   
 
If you’re looking for a specific file to 
download, type filetype: followed by 
the filename extension and the search 
term.  For example, filetype:ppt 
sudoku will bring up only PowerPoint 
files available on the web that are 
related to (the game) sudoku. 
 

 
This newsletter is a service to clients of Coastal 
Computer Care.  Please remember us when you 
need professional computer support or tutoring.  
If you are not currently a client but wish to 
receive this free newsletter, send me a request 
via email and I’ll be happy add you to the 
distribution list 
 
Disclaimer:  Coastal Computer Care presents 
information in this newsletter as a courtesy.  
The recommendations are made in good faith 
and are believed to be reliable and safe. CCC 
cannot, however, foresee every possibility and 
assumes no responsibility for any problems that 
may be encountered as a consequence of the 
recommendations.  Always backup your 
computer and make sure that System Restore is 
set to On. 


